Set-up DNS forwarders for Windows Server

Set Up via GUI

1. InServer Manager, go to Tools > DNS
o If DNS is not present there, please install it via Server Manager
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2. Right Click on Windows Server Machine Hostname > Properties > Forwarders
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Forwarders are DMS servers that this server can use to resolve DNS

queries for records that this server cannot resolve,

IF Address Server FQDM
193.243.129.53 dnsnext.heimdalsecurity.com
76.223.127.10 <lnable to resolve =

IJze root hints if no forwarders are available

Mote: If conditional forwarders are defined for a given domain, they will
be used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope
free.
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3. Click Edit and Add the required DNS Forwarders
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IP addresses of forwarding servers:

IP Address Server FQDM Validated Delete

< Clidk here to add an g5 or DNS Name =
'Zf!' 193.243.129,53 dnsnext.heimdalsecurit... QK Up
) 75.223.127. 10 <lUnable to resolve = Ok
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Mumber of seconds before forward queries time out:

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not

configured.
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Set Up via PowerShell

1. Confirm DNS Feature is installed
Get-WindowsFeature —-Name *DNS*

*DNS*

Name

SAT-DNS-Server

2. If DNS Feature is not installed, install it
Install-WindowsFeature -Name DNS -IncludeManagementTools
3. Use the following commands to Check, Add, Remove Forwarders

Get-DnsServerForwarder
Add-DnsServerForwarder -IPAddress 193.243.129.53
Remove-DnsServerForwarder —-IPAddress 76.223.127.10



